PROGRAM
INTERNATIONAL CONFERENCE

Human Systems Integration Approach to Cyber Security

28-29 September, 2015
Sofia, Bulgaria

(Draft as of 10.06.2015)

Under the patronage of the Minister of Defence

of the Republic of Bulgaria Mr. Nikolay Nenchev

CO-ORGANIZERS:
* G. S. Rakovski National Defense College, Defense Advanced Research
Institute (DARI)

* Armed Forces Communications and Electronics Association (AFCEA)
International, South East European Region, AFCEA Sofia Chapter

e NATO Science and Technology Organization (STO), Human Factors and
Medicine Panel Task Group 259 Human Systems Integration Approach to Cyber
Security

COVERENCE VENUE:
Central Military Club, 7 Tsar Osvoboditel Blvd., 1000 Sofia, Bulgaria




27 September 2015 2, Sunday

8:00 — 20:00 Arrival of foreign guests

19:00 — 21:00 Icebreaker (King’s halls of G. S. Rakovski National Defense College,
upon invitation).

28 September 2015 2., Monday

8:30 — 9:00 Registration

9:00 — 10:00 Opening remarks — MG Todor Dochev, Commandant of G. S. Rakovski
National Defense College

e Speech of the Minister of Defense of the republic of Bulgaria Mr. Nikolay
Nenchev

e Speech of the Chair of AFCEA Chapter — Sofia Mr. Konstantin
Zografov

e Speech on behalf of the NATO Science and Technology Organization
Board

10:00 — 10:30 CAPT (N) Prof. D.Sc. Yantsislav Yanakiev, NATO Science and
Technology Organization, Human Factors and Medicine Panel Task Group 259
Human Systems Integration Approach to Cyber Security.

10:30 — 10:15 Family Photo and Coffee Break
11:15 - 13:00 First Panel ,,Cyber Security and Cyber Defense Policies”
13:00 — 14:30 Lunch break

14:30 — 15:30 Second Panel ,,Conceptual and Organizational Dimensions of Cyber
Security“

15:30 — 16:00 Coffee break

16:00 — 17:30 Third Panel ,,Organizational Processes and Tools for Increasing
Cyber Security Awareness and Cyber Resilience; Effective Protection Mechanisms
in the Information Networks and Systems”

19:00 — 21:30 Reception, Lozents Residente (Opon invitation)

29 cenmemepu 2015 2., emopnux

09:00 — 10:30 Fourth Panel ,, The Role of the Human Factors in Cyber Security“
10:30 — 11:00 Kade-nayza

11:00 — 12:30 Fifth Panel ,,Improving human-machine interfaces in Cyber
Security“

12:30 — 13:30 Lunch break



13:30 — 15:00 Sixth Panel ,,Recruitment, training, and maintenance of the cyber
force«

15:00 — 15:30 Kade-nayza

15:30 — 16:30 Seventh Panel ,,Best Practices and short-falls for cyber security
policies and targeted Education and Training (E&T)”.

16:30 — 17:30 Round Table Discussion

17:30 Closing remarks, MG Todor Dochev, Commandant of G. S. Rakovski National
Defense College

30 September 2015 2., Wednesday

09:00 — 17:00 NATO STO Research Task Group HFM 259 Human Systems
Integration Approach to Cyber Security meeting (For RTG members only)



